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Scientific Program

 24 May 2021 (Nebrija University, Madrid-Princesa Campus) 

MORNING SESSION 

11:00 h.  Opening Ceremony

Welcome Words
 Lieutenant General Francisco De Paula Bisbal.
Director of the CESEDEN

Presentation of the LIX CICA
 Prof. J. Martín Ramírez. 
President of CICA International

Opening of the LIX CICA
 Prof. José Muñiz. 
Rector of Nebrija University

11:30 h.   Inaugural session
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 Ambassador Javier Jiménez-Ugarte 
Former Secretary General for Spanish Defence Policy (SEGENPOL)

KEYNOTE SPEAKER:
 Ambassador Javier Rupérez 
Former Ambassador of the Kingdom of Spain to NATO and USA, and Assistant 
Secretary General of UN 
Viral Lessons
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of the declaration of the rights of a child
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Institute of National Remembrance and  University of Warsaw, Poland
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13:00 h.  7th table
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Introduction

On behalf  of  CICA INTERNATIONAL, it is our great pleasure to annou-
nce and invite you to participate to the 59th CICA International Confe-
rence on Security, under the theme “Security and Defense: Ethical and 
Legal Challenges in Front of  Current Conflicts”, taking place at Madrid, 
Spain (May 24-25, 2021). 

Given that the present pandemic situation is not going to allow us to 
have a presential LV CICA, with simultaneous translation, as it has pre-
viously always been the case, we have to move towards a hybrid Con-
ference, with a limited attendance in presential way, and an unlimited 
attendance in telematic way.

CICA conferences provide an interdisciplinary forum for world-class 
scientists, diplomats, militia, policy makers and people from many other 
fields to discuss and exchange ideas on the hottest topics and progress 
on the field of  security and defense and, more broadly, conflict and 
aggression. 

This third decade of  the 21st century has begun with enormous cha-
llenges for the security and defense of  the entire world, such as the 
consolidation of  human rights or migration, besides the nuclear issues 
and the omnipresence of  SARS-CoV2. Our LIX CICA intends to face 
these important systemic weaknesses highlighting, among other ap-
proaches, the ethical and legal principles that consolidated the West, 
in the belief  that they are the only tie to the stability and wellbeing of  
all nations. 
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Consequently, we have suggested the analysis of  the following main 
topics, among others: 

   Restrictions on rights and the rise of  Populisms 

   Growing Social Inequalities and internal tensions in different coun-
tries 

   Europe and the global competition with China, Russia and the Uni-
ted States 

   Regional tensions in Africa and Migratory explosion 2 

   Economic Instability; volatility of  the Welfare state 

   Increased technological dependency and cyber attacks 

   Privatized space race and increasing militarization of  Space 

   Sensitive growth of  epidemiological Denialism, Conspiracy paranoia 
and Fake news. 

   Climate change and its unwanted effects 

   Nuclear issue and Security 

   and, following the tradition since the beginning of  the CICAs, any 
topic related to Conflict and Aggression. 

The scientific response has been quite encouraging: more than 40 ac-
tive participants from 13 countries of  five continents: from Australia to 
USA, Dominical Republic, Perú, Argentina and Chile, passing through 
Israel and Nigeria, besides from many European countries, such as 
Germany, Hungary, Italy, Poland, Slovakia and, obviously, Spain, its 
host country.

This LIX CICA has been co-organized by the Nebrija-Santander Chair 
for Risks and Conflicts Management, the CICA International Founda-
tion, and the Spanish Pugwash National Group, with the academic coo-
peration of:
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 1. the Spanish Center of  Studies on National Defence (CESEDEN),

 2. the Spanish Ministry of  Foreign Affairs,

 3. the European Institute of  International Security,

 4. the Spanish Caucus at the Harvard Kennedy School,

 5.  EURO-DEFENSE-Spain, dedicated to the study of  the reality of  
European Defence,

 6. University of  Public and Individual Security “Apeiron” in Krakow

 7. Academy of  the Police Force in Bratislava, and

 8. the two institutions which the Spanish citizens value the most:

  a)  the National Police, through its Training and Improvement 
Division,and

  b)  the Civil Guard, and specially HABeCu (Hermandad de Amigos 
del Benemérito Cuerpo de la Guardia Civil).

We also count with the continuous financial help by the Spanish Minis-
try of  Defence and, last but not least, by the Banco de Santander.

Finally, our heartfelt thanks to all of  you who have been responsible for 
the scientific contributions and the practical and administrative organi-
zation of  CICA, who have done a fantastic job!

We hope that this international conference may offer a new opportunity 
for contributing, even if  modestly, to the development of  some positive 
solutions our global society and, consequently, of  all conflicts of  the 
humanity… covid-19 included.

Enjoy the 59th CICA!

J. Martín Ramírez   
Madrid, 24th May 2021

21



LIX CICA

22



Presentación

 
Abstracts

Viral Lessons
Javier Ruperez

Are we in a new episode of  the Thucydides´s Trap? The struggle bet-
ween USA and China for supremacy as a global superpower in this 
Century is developing in all the different fields, like trade, economy, stra-
tegic positioning worldwide, foreign policy, defense and security… But 
the key role is technology: The fight for leadership in Artificial Intelligen-
ce, 5G networks, Internet of  Things, and so on, as a tool to base the 
real hegemony. And China is ready to win.

Privatized Space race and militarization of Space
Federico Yaniz

Space has become an essential element for the development of  Hu-
manity. Indeed, the peaceful use of  space provides new possibilities 
for human progress.  Since the Sputnik, the first artificial satellite on 
our planet, was put into orbit on 14 October 1957, endless progress 
has been made in conquering Space. The National Aeronautics and 
Space Administration (NASA) opened for business on October 1, 1958, 
and since them has been one of  the main players in Space conquest. 
During many years it followed the same process for spacecraft develo-
pment.  That process proved successful during a long time, producing 
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all the Apollo hardware, the Space Shuttle, and the International Space 
Station. Nevertheless, starting around 2005, the situation changed, and 
the Agency had to adapt to a new environment. As a matter of  fact, 
in the late 1960 ‘s the U.S. Government invested over 4.5 percent of  
the Federal Budget in NASA. In recent years, the Government has cut 
funding for many of  NASA’s projects to reduce the deficit and boost the 
economy. The privatization of  outer space exploration is a matter that is 
heavily debated in the international community. In my paper I will consi-
der the differences between the traditional NASA process and the more 
“open” model used for the Commercial Crew and Cargo programs. 

Militarization of  Space is today a hot issue specially after in the Brus-
sels Summit, held in July 2018, NATO’s Heads of  State and Govern-
ment stated that: “Recognizing that space is a highly dynamic and ra-
pidly evolving area, which is essential to a coherent Alliance deterrence 
and defence posture, we have agreed to develop an overarching NATO 
Space Policy.” Furthermore, there is a recent increased interest of  
many nations in the use of  outer space for defensive purposes. Among 
them, USA has restored the Space Command as a unified combatant 
command on August 29, 2019. The announcement was made on at an 
event presided over by President Trump in the White House garden.

Arms Control in Outer Space – New Challenges for 
space security
Götz Neuneck

The space domain is undergoing significant changes. More countries, 
commercial actors and space agencies are investing in the competition 
and congestion in the near earth orbit. Modern societies are increasingly 
dependent on space-enabled services, so that the preservation of  the 
peaceful use of  outer space and the human infrastructures is a major 
challenge for peace and security on earth. The power rivalry between 
the US, Russia and China are also fuelling an arms race of  counter-
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space technologies by developing space weapons. These leading spa-
ce powers are accusing each other to weaponize outer space and, at 
the same time,  openly testing space warfare-relevant satellites and 
ground-based anti-satellite capabilities. Multilateral efforts to develop 
space norms of  responsible behaviour of  spare-fairing nations are over-
due. The presentation describes the current state of  the art of  offensive 
space technologies and discusses options for space arms control and 
confidence building. Countries must become more vocal and active to 
preserve the “peaceful nature” of  near earth orbit activities. It is a future 
task of  the European Union to play a key role in this area.

Imprisonment of parents suffered by the children of 
the condemned as violation of the declaration of the 
rights of a child
Bo Robertson & Tomasz Ochinowski

During covert military occupation of  Poland under the imposed by 
The Soviet Union communist regime anticommunist opposition was 
ruthlessly persecuted. Hundreds of  thousands of  patriots were killed or 
imprisoned. Nearly nine thousand people were sentenced to death by 
the courts under the purposely designed extermination laws. 

The children of  the executed or imprisoned were left without any means 
to live, and their relatives were persecuted, suffering all manner of  de-
privations. Every right of  a child was broken by the Polish People’s Re-
public communist government during the years 1945–1956, and even 
until 1989. However, the rest of  the “free” world does not seem to have 
more interest in upholding the rights of  the child in spite of  signing “The 
Declaration of  the rights of  the child”. Even today the judicial system is 
not obliged to take into consideration violation of  the rights of  the child 
automatically perpetrated by the courts when sentencing a parent to a 
prison term. The children of  prisoners are not protected. The children of  
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prisoners suffer hunger, homelessness, abuse, deprivation of  access to 
education, health care, social facilities, and practically all areas of  life. 
But most of  all, they suffer trauma and emotional separation from the 
parent, deprivation of  family care and denial of  home upbringing. And 
the parent returning from prison after a few years is not the same parent 
that was yanked away. The family union is permanently destroyed.

The forgotten roots of organisational  aggression. 
Analysis of  the status of Political Prisoners in Poland 
under stalinist regime (1944-1956) and the impact of 
their experiences on the life of their children
Tomasz Ochinowski

The presenter proposes a discussion on the phenomenon of  unrelen-
ting trauma and long-term psychological and social consequences of  
judicial crimes perpetrated against the children of  political prisoners, as 
one of  the unacknowledged and ignored crimes of  Stalinist regime in 
Poland under Soviet Russia occupation. 

The author will analyse institutionalised aggression involved in purpose-
fully destructive systemic activities of  government organisations, such 
as the intelligence and counter-espionage body of  the Polish secret po-
lice Office for Public Security (Urząd Bezpieczeństwa or UB), directed 
at controlling, subduing or extermination of  anticommunist opposition, 
which, he will argue, are still embedded in the culture but apparently 
not present in the memory, nonetheless continue to exert influence on 
subterranean level of  organisational heritage. 

These institutions, as strategic instruments of  oppression, functioned 
with the purpose of  destroying the anticommunist opposition by creating 
a judicial system which condemned, on the basis of  deliberately crea-
ted felonious laws such as the“Decree of  13 June 1946, about crimes 
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particularly dangerous in the period of  the reconstruction of  the State”, 
those identified as “enemies of  the state”. Based on this decree, usua-
lly cited in court sentences as “The Little Penal Codex” (Mały Kodeks 
Karny — MKK) at least nine thousand people were sentenced to death, 
and hundreds of  thousands to prison terms in the years 1945—1956. 
The numbers of  those killed outright is not known, but their children still 
mourn their loss. 

Their children — as innocent victims, suffered crippling violence in 
every area of  their life. Even now, decades later, the trauma of  persecu-
tions experienced in childhood continues to haunt their old age. 

The author proposes a view that trauma suffered by the children of  the 
executed or imprisoned  “enemies of  the state” was even greater than 
war trauma, because no protective mechanisms or self-defence strate-
gies usually activated during wars were working. Not only there were 
no proper social or family trauma healing mechanisms, but wide-spread 
terror inflicted by the communist propaganda media and huge numbers 
of  political prisoners executed, imprisoned or disappeared without a 
trace meant that the children were completely deprived of  proper pro-
tection and guidance in their emotional and intellectual development.

Populism, Represion, and Venezuela 
Cristian Garay & Froilán Ramos Rodríguez

The Venezuelan regime has transitioned from popularity to a deterio-
ration of  its support base. The so-called XXI Century Socialism has 
gone from a semi-democratic regime to a non-competitive regime, whe-
re left-wing populism -more than leadership- has been the common 
spring between the experiences of  Hugo Chávez and Nicolás Maduro. 
Taking the concept of  Spanish-American populism, this regime would 
represent the third wave (classical populism, neopopulism, left-wing po-
pulism) that constantly appeals to the dialogue between the leadership 
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and the people and the exhaustion of  the liberal, neoliberal and de-
mocratic experience. Under this premise, with Covid-19 the restrictive 
measures to human rights have been accentuated, which have allowed 
to dismantle the majority vocation of  the Venezuelan people in the par-
liamentarians, increasing state coercion.

Hybrid threats and democracy: The role of fact  
checking and people’s worldview in misinformation 
spreading
Sara Degli Esposti

Since the Cambridge Analytica scandal, which left open questions on 
the role of  digital 

platforms and voter microtargeting in influencing political elections, 
scholars in Western  democracies have engaged in a discussion about 
the risks of  hybrid threats, especially  information operations, and the 
widespread proliferation of  misinformation on digital  platforms. Further-
more, the pandemic, and the associated infodemic, have made evident 
the  dangerous impact that digital mass media manipulation of  scientific 
facts can have on  individual and collective behaviour and, thus, on pu-
blic health. Among the factors influencing  people’s ability to distinguish 
accurate from inaccurate information there is a person’s  worldview. We 
know that individuals are more likely to accept or reject misinformation 
based  on whether it is consistent with their pre-existing partisan and 
ideological beliefs. Thus, people are more vulnerable to misinformation 
when it is consistent with their previous beliefs or  overarching vision of  
the world. Based on the analysis of  survey data collected as part of  the  
activities of  the H2020 TRESCA project I try to answer questions about 
the role that fact checking websites can play in debunking misinforma-
tion. Considerations on potential strategies to increase people’s aware-
ness of  their ideological biases and degree of  vulnerability 
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to misinformation are also explored. By drawing insight from previous 
studies in political  psychology and computer science, this work hopes 
to contribute, both theoretically and  empirically, to the interdisciplinary 
field of  studies emerging around post-truth and fake news  and their 
impact on democracy.

The impact of the COVID19 pandemic on Freedom of 
Speech in Spain
Sonia Boulos

The COVID 19 pandemic proved to be detrimental to freedom of  
speech on a global scale.  Two important aspects of  the harm brought 
about by pandemic on freedom of  speech are the following. First, un-
prepared and overwhelmed by a deadly pandemic, many governments 
struggled with guarantying transparency in relation to information, data 
and statistics on the pandemic. In the Spanish context, at the early 
stages of  the pandemic, during government press conferences, jour-
nalists’ questions had to be sent through a WhatsApp chat, filtered by 
Spain’s secretary of  state for communication.1 Second, the circulation 
of  disinformation in relation to the pandemic, which had the potential to 
jeopardize the State’s efforts to contain the pandemic, was tackled with 
disproportionate measures that unduly limit freedom of  speech. For 
example, members of  “Unidas Podemos”, a political alliance containing 
leftist parties, filed a number of  criminal complaints against people who 
had created and shared “bulos”, or hoaxes, criticizing the inadequacy 
of  the responses of  Spanish Government to pandemic.2 

The aim of  this presentation is to analyze the impact of  the COVID 19 
pandemic on freedom of  speech in Spain. The presentation inquires 
whether the Spanish government and regional authorities alike have 
met their obligation under international law to respect and ensure free-
dom of  speech during the pandemic, and how the deficits in the legal 
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protection of  freedom of  speech in Spain have contributed to limiting 
this basic right during the pandemic, and how these limitations could 
have broader implications for freedom of  speech in the future.  

The role of conspiracy theories in the storming of the 
US Capitol.
Rogelio Castro

The United States has experienced a process of  growth and empower-
ment of  the extreme right in the last decade, particularly since the 
attacks in Charlottesville (2017), Pittsburgh (2018), and El Paso (2019). 
At the same time, an integration of  extremist views into conventional 
political discourse occurred. The events of  January 6th are only the 
culmination of  that process from the extreme right. With the growing 
number of  activities by extremist groups and an executive that was 
reluctant to condemn far-right violence, the attacks and incidents are 
raising concerns for officials in the new administration. Particularly how 
this narrative and political rhetoric affected the 2020 elections, and how 
this led to the storming of  the capitol by extremist groups. The press 
and some academics claimed that the events that occurred on Capitol 
Hill in the United States were domestic terrorism; others suggested that 
it was an attempted coup or an act of  sedition; while more conservative 
media argued that it was just a demonstration. The purpose of  this pre-
sentation is to expose the impact of  these conspiracy theories on the 
events of  that day and to clarify what exactly happened.
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The impact of fake news on social networks during 
the pandemic
Javier López Gutierrez

Fake information has been an instrument of  manipulation since the 
dawn of  humanity. The good natured background of  most people leads 
to a feeling of  empathy for the misfortunes of  others, which creates an 
emotional element that can be manipulated to guide public opinion and 
thus the public’s reaction to certain events. 

This situation has become particularly evident following the emergen-
ce of  the health crisis caused by COVID-19, which has raised public 
awareness and has become a breeding ground for the proliferation of  
fake news conveniently distributed through social networks, with the 
aim of  conditioning decisions and provoking social movements, which 
merits an analysis of  how they fit in with current legislation.

Europe and the Global Competition with China, Russia 
and the United States.
LtCdr Juan Del Pozo Berenguer

The EU is currently at a crossroads, struggling between internal diffi-
culties, and the challenges of  engaging in world affairs. Coinciding with 
a new American administration, but arguably related with it, the EU is 
now in pursuit of  a strategic autonomy that will enable her to determine 
her own agenda. But aligning an organization as large and complex of  
the EU is already a challenge by itself. Foreign policy is the one area 
where member states enjoy freedom of  movement, and the interests of  
one may be a nuisance for another. 
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The EU has chosen Defense as the one area where EU members may 
find more synergies, thus allowing for a united response to potential 
threats to the Union. But even this pilot program, in the form of  the EU 
Defense Action Plan, is still in its infancy, not having completed its trial 
period, and will likely determine the EU’s will to coordinate a united 
response.

The challenges posed by today’s world order suggests the need for 
unified action. China’s ascent to the world stage, an ever demanding 
commercial scenario, and the struggle for world dominance, requires 
that the EU lays down the grounds for a united effort to meet the de-
mands of  its citizens.

The European Union’s energy dialogue with Russia – 
determinants of Polish national security culture
Juliusz Piwowarski & Agnieszka Pach-Gurgul

The European Union’s energy dialogue with Russia is a difficult dialogue, 
but very important for security of  both sides. Energy relations are one of  
the most important components of  relations between the EU and Russia 
and determinants of  security state connected with economic coopera-
tion. For the European Union, supplies of  energy resources (gas, oil, 
coal) from Russia are essential for balancing the energy balance. The 
European Union is the world’s largest importer of  primary energy, as 
more than half  of  the energy consumed in the EU (53.6%) is imported. 
In turn, for Russia, the European Union is a stable market for energy re-
sources and a reliable payer. In October 2001, at the EU-Russia summit 
in Brussels, the document entitled “The future direction of  the energy 
dialogue between the European Union and the Russian Federation” was 
signed. It is the basis for the institutionalization of  this form of  coope-
ration. Until recently, it seemed that this dialogue would be more fruitful 
and more intense from year to year. However, the Russian-Ukrainian gas 
crises of  January 2006, and especially of  January 2009, showed the EU 

32



Presentación

countries the enormous complexity, and not only economic, but also po-
litical determinants of  this dialogue. As a result of  the crisis in 2009, gas 
supplies of  300 million3 per day were cut off for 14 days, as a result of  
which, between 6 and 20 January 2009, EU countries were deprived of  
20% of  gas (30% of  total imports), with serious economic consequen-
ces. Poland found itself  in a particularly disadvantageous situation. Due 
to the heritage of  the socialist system, it is characterized by a specific 
energy security culture, the so-called Eastern culture based primarily 
on conventional raw materials such as coal, gas or oil, which in the past 
were available at preferential prices. The dependence on their imports 
from Russia, amounting to 60-80% for individual energy resources, as 
well as the collapse of  the idea of  joint gas purchases for the entire EU 
in the Energy Union project, make the development of  the EU-Russia 
dialogue for Poland particularly important.

Strategic narratives of China and Russia in times of 
covid-19: the battle for the story of the pandemic 
Pablo Moral Martin

Covid-19 pandemic has intensified the growing competition among 
great powers, and  one of  the dimensions in which the rivalry has been 
projected is the realm of  information.  The fight against the novel co-
ronavirus, the race for a vaccine and the health diplomacy have been 
accompanied by communication strategies aiming at the persuasion of  
international audiences in not always legitimate ways. This has been 
particularly noticeable in the case of  the revisionist powers, which have 
targeted the opportunity in a climate of  informational confusion, unrest 
and polarization of  Western democracies.

This article proposes a qualitative analysis of  the strategic narratives 
that Chinese and Russian state-sponsored media and authorities have 
spread during the Covid-19 pandemic. Based on primary —a selection 
of  tweets and news— and secondary sources from specialized insti-
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tutions, the research pays attention to the content of  these narratives, 
as well as their adaptation to the circumstances of  the pandemic and 
to the receiving audiences. It also focuses on how the narratives align 
with Beijing and Moscow’s interests and in what way they combine and 
differentiate from each other.

It can be concluded that both countries’ media and authorities, apart 
from projecting a benevolent image of  their governments during the 
health crisis, have intended to undermine the responses from their ri-
vals, erode their reputation and exacerbate their political and social 
grievances. It is argued that by contrasting the alleged success of  

China and Russia’s management with the inefficacy of  liberal democra-
cy, they have portrayed their governance model as the most coherent 
and appropriate one. In line with their geopolitical aspirations both cou-
ntries tried to foster the skepticism towards the Western liberal order. 
Therefore, their separate endeavors ended up converging and comple-
menting each other

The challenges facing the resolution of the pandemic 
and the global response capacity. EU/China/USA
Jordi Regí Rodríguez

The problems we are facing due to the global pandemic caused by the 
Virus SARS Cov2 and the following Covid 19, have not been equally trea-
ted in countries like China, The United States, and the European Union 
and this has had clear consequences on the development of  the illness.

Neither the lockdowns, or the quarantine periods have been similar in 
this country and this has caused serious problems and conflicts that 
will be difficult to solve. The fact that some countries have approached 
a global problem as an individual one and not a common one has been 
dramatically reflected on the infection and death rates.
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To conclude it has made clear that the non-global management of  the 
vaccines has favour an enormous failure of  the humanity regarding this 
severe pandemic.

Cybersecurity in the second decade of the 21st  

century
Mariano Bartolomé

During the second decade of  this century there was a sustained growth 
of  digitization processes, which today reach and affect every aspect of  
our lives. The dependence on Information and Communications Tech-
nologies increased, and cyberspace -understood in a simplified way as 
a (predominantly) virtual environment of  information and interactions 
between people- acquired strategic importance. Thus, cybersecurity is 
today a priority issue in the field of  International Security, whose object 
of  study is about the threats and risks faced by the actors of  the inter-
national board.

In cyberspace, state and non-state actors have the capacity to carry out 
offensive actions against a varied range of  targets, using different mo-
dalities. Generally speaking, these acts can be distinguished between 
“cyber incidents” and “cyberattacks”. Cyber incidents are basically se-
curity events that compromise the integrity, reliability, and availability of  
an information asset. Cyberattacks are malicious actions that aim to co-
llect, interrupt, deny or destroy information system resources, or infor-
mation itself. Because of  their intensity, cyberattacks can cause injury 
or death to people, as well as severe damage or destruction of  objects.

In this context, our intention is to identify ten major cyber incidents and 
cyberattacks, carried out by different types of  actors, which took place in 
the second decade of  the century. Through the description and explana-
tion of  these events, we will achieve the objective of  highlighting the hete-
rogeneity that characterized the field of  cybersecurity during that period.
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Criminal Law in the Face of Internet Risks:  
Cybercrime
María del Pilar Otero González

We are immersed in a dizzying technological society that has radically 
transformed our lives, invading almost all facets of  human activity. This 
fact implies a risk society. The  dark side of  this technological deve-
lopment has, among others, the following manifestations: new forms 
of  criminality such as hacking, phishing, child grooming, cracking or 
denial of  service; or the use of  computer networks to commit traditional 
crimes (fraud, harassment, insults, threats, industrial espionage, child 
pornography, etc.).  Cyberspace thus becomes a haven for criminality 
and a platform for organized crime. 

The peculiar characteristics of  ICTs do not always allow the regulation 
of  this new reality to be addressed with traditional criminal types and, 
therefore, require a new response. 

This happened, for example, with the star modality of  Internet frauds, 
phishing, where computer manipulation is used to obtain a non-con-
sensual transfer of  an asset. This modality did not fit in the conventio-
nal fraud characterized by deception, so it was necessary to introduce 
a criminal type of  equivalence that replaces deception by manipula-
tion.  Moreover, these are cross-border conducts, so that an efficient 
response of  the system requires strengthening international coopera-
tion mechanisms, harmonizing criminal provisions and making proce-
dural instruments effective, even if  this may imply in certain respects a 
cession of  sovereignty by the States. This is the main purpose of  the 
supranational legislation in this area, represented mainly by the Coun-
cil of  Europe Convention on Cybercrime (Budapest, 23-11-2001) and 
Directive 2013/40/EU of  the European Parliament and of  the Council 
on attacks against information systems. In conclusion, criminal law is 
making steady but slow progress in trying to contain the rampant phe-
nomenon of  cybercrime. Just when it has managed to offer a solution 
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to one problem, another new type of  crime is born. In times of  crisis, 
such as the one generated by the Covid-19, new computer frauds have 
proliferated, using increasingly sophisticated social engineering, which 
represents a new challenge to be faced by the current legal criminal 
instruments.

CYBERCOMPLIANCE: a concept linked to disaster re-
duction in this second decade of the 21st century.
Bernardino Cortijo

The increase in cyber-attacks, as well as the massive use of  technolo-
gy, such as the internet of  things, the M2M connections, together with 
the millions and millions of  data of  people and organizations stored in 
the cloud, put structures in constant danger of  the State, the organiza-
tions and the people themselves. That is why, given the enormous proli-
feration of  regulations, as well as the inclusion of  the responsibilities of  
legal entities with the intention of  reducing risk by forcing the imposition 
of  measures, in many cases, costly, it must imply attending to them es-
pecially in cyberspace, concept that we can call CYBERCOMPLIANCE. 
The ultimate goal should be to reduce the devastating consequences 
and, if  necessary, to eliminate them.

The African Agenda on Migration: new perspectives 
and old constraints
Augusto Delkáder-Palacios

In the late 90’s the political dialogue about international migrations 
emerged at the top level of  the relations between Africa and Europe. 
Both in discourse and practical terms, the majority of  the cooperation 
on migration has been carried out in the field of  fighting against irre-
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gular migration through two lines of  action: increasing the migration 
control though a better border management and the readmission of  
migrants in an irregular situation in Europe. This was the priority of  the 
EU and its Member States since the creation of  the external dimension 
of  migration after Schengen Agreement. Other relevant topics in the 
discussion are legal migration, visa facilitation or the relation between 
migration and development. Depending on the topic and the actors the-
re has been more consensus or dissensus. It is important to consider 
that the EU has been interested in developing the cooperation on mi-
gration with Africa in a bilateral scheme and it’s been working like that 
for the last 20 years. However, since 2018 we identify a possible change 
in trend with the proposal to develop an African Agenda on Migration, 
where Africa is proposing a common perspective on migration in the 
frame of  the African Union. With this communication we analyze the 
concordances and differences between the European and the African 
approaches to migration.

COVID-19 and the rights of minorities
Noémi Nagy

Since the beginning of  2020, many countries around the globe have 
declared a state of  emergency and/or adopted restrictive measures in 
order to counter the COVID-19 epidemic. We have had first-hand ex-
perience how these measures affect the exercise of  our fundamental 
rights, including the freedom of  movement, freedom of  assembly and of  
association, freedom of  expression and information, freedom of  religion, 
the right to family life, the right of  asylum, the principle of  equality and 
non-discrimination, the right to privacy and data protection, the right to 
education and the right to work. However, it is less known that COVID-19 
has had a disproportionate impact on the rights of  traditional minorities. 

The global pandemic has exacerbated the vulnerability of  certain mi-
norities and deepened the already existing inequalities in many sta-
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tes. The reason is that several groups and politicians have exploited 
COVID-19-related fears to scapegoat minorities which led to an alar-
ming growth in verbal and physical abuses against them, with some 
even being denied access to health care and information about the 
pandemic in their own languages. With respect to minorities in Europe, 
this problem has mainly affected the Roma communities. As regards 
indigenous peoples, an important lesson learned is that those commu-
nities have managed to best resist the pandemic which have achieved 
autonomy and self-government, allowing them to manage their lands, 
territories and resources.

Returned Terrorist Fighters: Reference regions and 
implications for their security-stability.
Alfredo Crespo Alcazar

The phenomenon of  Foreign Terrorist Combatants has acquired its own 
entity in the fight against terrorism that national governments and su-
pranational organizations have been carrying out in recent years.

The attraction generated by DAESH caused an exodus of  citizen who 
from different parts of  the world traveled to Syria and Iraq in order to 
join the aforementioned terrorist organization.

This phenomenon, although it cannot be considered novel, acquired its 
own physiognomy during the 2014-2017 period. The action of  the inter-
national community, particularly after the approval of  Resolution 2178 
of  the United Nations Security Council, was able to partially limit these 
movements for terrorist purposes.

Closely related to the previous idea, the intervention of  the international 
coalition and Russia led to the gradual expulsion of  DAESH from Syria 
and Iraq. This last phenomenon should not be seen as the end of  the 
aforementioned terrorist organization. On contrary, its members began 
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a journey that has led them to settle, on the one hand, in failed regions 
and states (thus contributing to increasing local-regional-global instabi-
lity) and, on the other hand, a desire to return to the state of  which they 
are nationals.

In any case, the Returned Foreign Terrorist Fighters constitute a threat 
to security for different reasons (acquired military skills which would 
increase the lethality of  possible attacks perpetrated by them, ability 
to become radicalizing agents among the new generations…). Howe-
ver, despite the fact that the risk they pose is established, there are no 
common policy to face this threat. On the contrary, to date, individual 
initiatives have prevailed by the states that contain short-them measu-
res that, on some occasions, instead the tackling the problem, increase 
its scope and magnitude.

With all this, with this communication we will seek to analyze, on the 
one hand, the main destinations chosen by Foreign Terrorist Comba-
tants after being expelled from DAESH territory, what common featu-
res these areas share and which ones differentiate them. On the other 
hand, we will determine what measured have been adopted govern-
ments and supranational organizations of  those enclaves in which they 
have been established.

Circular economy and climate change. Challenges 
and measures in Spanish legislation
Victor Moralo

Circular economy is critical to ensuring sustainable growth and is di-
rectly linked to the Sustainable Development Goals (UN), in particular 
SDG2, 11, 12 and 13. Circular economy is essential for climate action. 
More efficient use of  our resources will allow us to better face climate 
change. Circular economy pursues prevention and separation of  waste 
at source and reuse of  products and recycling of  materials; reduces 
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the waste generated and converts it into resources and secondary raw 
material; and decreases landfill disposal and emissions to the atmos-
phere. We will analyze the most important measures adopted in recent 
Spanish legislation: targets, end of  the waste condition and extended 
producer responsibility. We will also look into disruptive measures inspi-
red by the European Union’s Circular Economy Package.

Without Principles? Just War Theory as Ethical Foun-
dation in Intelligence Agencies.
Alvaro Cremades 

For many, intelligence services and ethics are two practically irreconci-
lable concepts. Endowed with exceptional capabilities and positioned as 
the first line in the defense of  the vital interests of  the State, the intelli-
gence services have been institutions characterized by carrying out their 
activities under the cloak of  secrecy. Obtaining information by clandes-
tine and / or compromising means, covert operations abroad, collabora-
tion with non-democratic regimes or questionable practices, and many 
other actions traditionally linked to such institutions have led to succes-
sive controversial episodes before public opinion. These situations have 
created the perception that intelligence services are articulated as ar-
bitrary operating entities, exempted from all internal or external control, 
and refractory to all the ethical conventions that govern our societies.

However, in addition to the raison d’état or the simple absence of  ethics, 
there are other approaches to understanding the problems inherent in the 
activities of  intelligence services, having produced a growing interest in 
intelligence studies in recent years due to the ethical problems associated 
to the intelligence function. In this sense, various authors have promoted 
the precepts of  the just war theory as an ethical framework of  general 
application to intelligence services and the dilemmas that arise in the de-
velopment of  their activities, establishing as evaluation criteria to deter-
mine the ethical or unethical character of  the actions: the just nature of  
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the cause being pursued, the adequate intention, the proportionality, the 
correct authority, the reasonable probabilities of  success, the discrimina-
tion of  objectives, and the necessity. Nevertheless, the adaptation of  this 
theory finds in its application some limitations that should be considered.

The Use of Supervised Learning Algorithms in Media 
and Conflict Studies: Locating Frames in the Spanish 
Press Headlines During Afghanistan War
José Manuel Moreno-Mercado

The current pandemic caused by the SARS-CoV-2 virus appears to 
have relegated news of  international crises and armed conflict to the 
background. Indeed, the health crisis has been identified as one of  the 
important factors that have enabled the establishment of  a lasting cea-
sefire in Yemen. However, various organizations, such as the World Bank 
or SIPRI, have signaled a rise in violent conflicts since 2017. Important 
examples would be conflicts born from the Arab Spring (Syria, Libya, 
Yemen), the upsurge in violence in the fight against terrorism (Iraq, 
Afghanistan, Nigeria) or the unresolved historical conflicts (Colombia, 
Palestine-Israel, Kashmir), among others. In February 2020, the pea-
ce agreement between the U.S. government and the Taliban movement 
was sealed. The agreement aims to end decades of  violence since the 
2001 invasion. The conflict in Afghanistan has special characteristics 
for Spanish society and media. It is the international mission with the 
highest number of  dead people in the Spanish army. This article studies 
the presence of  two frames, security and human drama, in the Spanish 
press, specifically in 10 newspapers, during the development of  the Re-
solute Support Mission (2015-2020). This mission replaced International 
Security Assistance Force (ISAF). The aim of  RSM is to advise and train 
Afghan security services. Through original research techniques, Sup-
port Vector Machines (SVM), 3,790 headlines have been analyzed. This 
supervised algorithm is a machine learning technique that separates 
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attribute space with a hyperplane, thus maximizing the margin between 
instances of  different classes or class values. The article concludes that 
the Spanish press has undergone a process of  securitization strongly 
influenced by the national context of  Afghanistan and internationally. In 
addition, the reliability of  the use of  supervised learning algorithms for 
framing studies with huge volumes of  data is checked.

Conflict and territory; the case of Spain
Juan Cayón Peña 

The territorial configuration of  the Spanish State in the 1978 Constitution 
was an original milestone in the history of  constitutionalism at the inter-
national level. More than forty years have passed since the approval of  
the Constitution and there is growing separatist pressure that the State 
is confronting with sometimes necessarily exceptional legal means.

This communication will try to confront the separatist problem as a sou-
rce of  conflict through an in-depth analysis of  the legal and ethical is-
sues involved from a philosophical point of  view.

Rule of Law for Armed Forces. Looking for  
a warrior ethos 
Fernando Alejandre

As a part of  their ethical behavior, Armed Forces in western democra-
cies must follow two different sets of  rules, two “different” Laws. 

Firstly they must follow their national Law because they are bestowed 
with the power of  imposing coercion by means of  exercising hard power 
thanks to their military capabilities and inventory of  arms and weapons. 

43



LIX CICA

Armed Forces may use hard power to oppose exterior and inner threats 
to the Nation in a monopolistic exercise of  the force that makes so im-
portant to follow the rules established by this Law.

Armed Forces in western democracies are established and organized 
in such a way that not being democratic in their daily work, their chain 
of  command keeps loyalty to the State and its three powers (Executive, 
Legislative and Judicial). 

All in all, Armed Forces must guarantee they are able to use the power 
given to them in the best interest of  the People of  their country as sub-
ject of  the National Sovereignty.

On the other hand they must follow the International Law of  Armed 
Conflict also known as International humanitarian law. This is the law 
that regulates the conduct of  war and seeks to limit the effects of  armed 
conflict by protecting persons who are not participating in hostilities, 
and by restricting and regulating the means and methods of  warfare 
available to combatants.

Armed Forces in western democracies will always consider humanity 
and the mitigation of  human suffering as an integral part of  their ethical 
behavior by respecting the Geneva Conventions and customary inter-
national law.

Last but not least and referring mostly to the Spanish Armed Forces we 
need to keep an eye on our morale and ethical behavior. 

This means recovering our traditional ethics of  the combatant or “warrior 
ethos”. We cannot afford losing our internal ethics leaving apart the re-
ality of  the Mission given.

If  military people start thinking that “it is not worth risking our lives”, it 
will be difficult to maintain that we are warriors that serve for war as 
the ultimate mean to fulfill such a Mission (independence, sovereignty, 
prosperity, peace). 

44



Presentación

This means that military people should not consider part of  their tasks 
cleaning of  streets, clearing of  debris, taking care of  elder people. Mili-
tary is not planned for handing out colored pencils. They are and must 
be warriors, technically, physically and psychologically trained for war. 

Armed Forces can be used in those streets, debris, nursing homes or 
colored pencils but only when the Nation has no other instance to rely 
on. It is not their primary task, no matter how rewarding.
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Four Stars General Fernando Alejandre Martínez (Spain)
Former Chief of the Spanish Defence Staff (JEMAD)

General Alejandre (R) is a Spanish Army officer  He was promoted 
to the rank of Lieutenant, Corps of Engineers, in 1979  His first 
assignment was the PARA Brigade where he was Platoon Leader and 
Company Commander serving in the Engineer Airborne Battalion  
In 1991, he was deployed to Zakho, Irak as part of the Command 
Element of the Spanish contingent deployed in northern Iraq at the 
end of the Gulf War  

On his return from Operation Provide Comfort, he joined the Army 
War School (at that time School of General Staff) first to graduate 
and then as Tactics instructor  Once graduated and back to the PARA 
Brigade he deployed, in 1994, as Chief Engineers of the Spanish Task 
Force sent to Bosnia and Herzegovina under UNPROFOR  fFom 1995 
to 1998 he was Assistant Military Attaché in Washington DC   

After promotion to Lieutenant Colonel, he served as Chief of Staff of 
the Engineer Brigade before being sent to the Army General Staff in 
the Land Operations Center of the HQ´s Operations Division  In 2003, 
he was director of the KFOR Joint Operations Center at the Film City, 
Pristina  He later headed the Operations Section of the Rapid Action 
Division Headquarters  Promoted to full Colonel, he received the 
command of the Pontoneros (Bridging) 12th Regiment located in 
Zaragoza before being appointed Military Advisor to the Minister of 
Foreign Affairs 

Prof. Dr. Gracia Abad Quintanal (Spain)
Lecturer at Nebrija University

Gracia Abad Quintanal holds a PhD in International Relations 
(Honours), a M  Phil in International Relations and a B A in Political 
Science from Universidad Complutense de Madrid  Dr  Gracia 
Abad is Lecturer in International Relations and Political Science at 
Universidad Nebrija  She has also taught undergraduate, graduate 
and specialisation courses at Comillas University, Saint Louis 
University, Complutense University of Madrid and University of 
Salamanca, among others 
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Mariano Bartolomé, PhD (Argentina/USA)
Permanent Professor on Cybersecurity and Public Security
Inter American Defense College, Washington DC, United States of 
America

Mariano Bartolomé was born in Mar del Plata, Argentina  He is 
graduate and PhD in International Relations (Universidad del Salvador, 
USAL)  He also holds a MA in Sociology, and a posdoctoral stay at 
the Complutense University of Madrid  His main research topics are 
International Security and Public Security, especially unconventional 
and transnational threats, public security in Latin America, and 
cybersecurity  For thirty years, he taught in different public and private 
universities, in his country Argentina  From July 2020, he is a professor 
of Cybersecurity and Public Security at the Inter American Defense 
College (Washington DC, USA)  In addition, he conducts workshops 
on Transnational Organized Crime in that College 

In 2010, Fernando Alejandre was promoted to Brigadier General, and 
was appointed as Chief Operations Division of the HQ of the Army  
Two years later, with his second star, he was sent to the Supreme 
Allied Powers Europe HQ (SHAPE) as Deputy Chief of Staff for 
Resources  Promoted to Lieutenant General in October 2015, he was 
assigned to Brunssum, the Netherlands, as Deputy Commander of 
the Joint Forces Command located over there 

On 24th March 2017 General Alejandre was promoted to the fourth 
star as General of the Army and was appointed as the 22nd Chief of 
the Defence Staff, Spain until 15th January 2020 

Rear Admiral (R) Bartolomé Bauzá (Spain)
Former Head of the Communications and Information Systems 
Division at Spanish Navy HQ & DCOM of EU “Operation Atlanta”

Rear Admiral Bartolomé Bauzá retired from the Navy in 2014, after 
a 40-year career, a good part of it on board surface ships  His last 
assignment was at Navy HQ, Madrid, where he was in charge of the 
Communications and Information Systems Division  Amongst other 
tasks, he was responsible for the initial setup of the Spanish Navy 
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Dr. Miguel Bettin (Colombia)
President of the IEPSIV /Colombian Psicobiosocial and Violence 
Study Institute) and Chair of the Colombian CICA

President of the Psicobiosocial and Violence Study Institute 
(IEPSIV) and a member of the Sociopsicobiological Academic Group 
of the Universidad Complutense de Madrid  He holds a PhD from 
this same university in Psicobiology  He has a Masters Degree in 
Drugdependency from the Universidad de Barcelona  He is the 
President of the Colombian CICA and Director of the CICA Ibero 
American Centre for Research and Formation 

Cyberdefense capability  This was a challenge covering a myriad of 
aspects, one of them understanding the legal characterization of the 
cyberspace  After retiring, he founded Outrospection SL, a company 
dealing with Business Development Support, Leadership, Security 
and Transparency 

Dr. Sonia Boulos (Israel/USA)
Lecturer at Department of International relations, Nebrija University

Sonia Boulos holds a Doctorate in Juridical Science (JSD) from the 
University of Notre Dame (USA)  Currently, she works as a professor 
of law at the department of International Relations, Nebrija University  
She is the recipient of a Fulbright scholarship for doctoral studies  Her 
teaching and research interests focus on the international protection 
of human rights, and she has published in high-impact journals such 
as The Journal of Business Ethics and Women & Criminal Justice 

Lt. General Francisco De Paula Bisbal (Spain)
Lt  General of the Spanish Marine Infantry Corps  Director of the 
CESEDEN

General Bisbal is the current Director of the CESEDEN (Superior 
School of National Defense Studies)  Prior to this, he was the Director 
of the Superior School of the Spanish Armed Forces  He is Honorary 
Profesor of Nebrija University 
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Rogelio Castro (Spain)
PhD student on Security at Nebrija University, and Researcher at 
the International Observatory for Terrorism Studies on  Far-Right 
Terrorism 

PhD candidate in Security, Risk and Conflict Analysis, Master in 
Geopolitics and  Strategic Studies and Bachelor of International 
Relations  His doctoral research deals with the radicalization process  
Researcher at the International Observatory for Terrorism Studies on 
Far-Right Terrorism  

Dr. Juan Cayón Peña (Spain)
Full Professor, Nebrija University (Madrid)  Rector, CICA 
International Centre for Research and Formation  Former Rector, 
Nebrija University  Vice President, CICA International Foundation

French Language an Civilization (Sorbonne, Paris, 1988), Law Degree 
(UPCO, Madrid 1991), Diploma in Legal Practice (UPCO, Madrid) 
1992, Law Ph D Law Philosophy, morals and politics (UPCO, Madrid 
1998) and Rector of Nebrija University from 2014 to 2020  His 
university administrative career includes from Department Director, 
to one-person positions of the university government, such as 
Secretary General, Vice-Rector for Institutional Relations and Vice-
Rector for International Relations in two different Universities 

Throughout his teaching career, which began in 1993, he has taught 
in a panoply of subjects and courses that cover all of his specialty 
areas  He has been appointed visiting professor at different foreign 
universities  During this time he has been a Collaborating Professor 
in the Management of the Ministry of Justice and of the Training and 
Improvement Division of the National Police, as well as a lecturer 
at other prestigious Universities such as the Sorbonne University 
in Paris, the University of Buenos Aires, the Pontificia Universidad 
Javeriana, the Pontificia Universidad Católica de Chile, and the Higher 
Center for National Defense Studies (CESEDEN)

He has directed several doctoral works and published 16 book 
chapters in indexed publishers such as Aranzadi Thompson-Reuters, 
Cambridge Scholar Publishing or Springer, and seven research 
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Bernardino Cortijo (Spain)
Spanish Police Commissioner

Bernardino Cortijo Fernández is Director of the Master’s Degree in 
Cybercrime at the University of Nebrija and CEO of the Gesterec Group 
and Dacor Intelligence  Mathematician specialized in Operations 
Research and Statistics, Civil Engineer specialized in Communications 
and Jurist specialized in Cybercrime and Compliance 

Cortijo is a Police Commissioner on leave, founder of the 
Technological Crime Unit, has been Director of Security and Fraud at 
Telefónica and Vice President of Security at Terra Lycos 

Author of books and articles on security, Compliance and cyber 
intelligence, professor of the Master of Geostrategy and Defense 
of the international institute for global security and professor at 
the universities of Salamanca and Cádiz, he has dedicated his 
professional life to security and cybersecurity, and currently to Cyber 
Intelligence and Corporate Compliance, with international mention  
Awarded by various civil and military institutions and defense and 
security scientific committee member 
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